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SpiderFoot 
When first downloading Spiderfoot a zip file will be downloaded. With this 

zip file, I extracted the contents of it into a new folder, which I named “spiderfoot” 
for easy memorization.  
 

When opening the new folder with all the extracted 
files from the .zip there will be lots of random folders and 
files. In the mess of all these files there is one application 
called “sf” which is short for “Spiderfoot”. Opening this 
application starts running the Spiderfoot program. 
 
 
 

When first opening Spiderfoot, the user is 
welcomed by a command prompt. Unlike a normal command 
prompt, this one doesn’t allow for typing of any sort, which 
can be confusing at first glance. Yet there is hope to end this 
confusion! Between the asterisks in the command prompt 
there is a URL.  
 
 
 

With this newly found URL (everything from “http” 
to the last number following it, in this case it’s “5001”), the user can copy and paste that 
information into a web browser to begin using Spiderfoot to its fullest potential. After copy and 
pasting the URL into a preferred web browser the website should look like: 

 



There are no previous scans in the history, since one hasn’t been run yet. This can all be 
changed when going into the “New Scan” tab such as the one shown below.

 
There are four types of scans that are available: the first type is All, the second type of 

scan is Footprint which correlates to information the target has added to the internet whether it be 
their identities, their network parameters, or other types of information, the third scan is called 
Investigate correlating to whether the user suspects the target to be malicious and needs more 
information, the last scan is called Passive which allows the user to gather information about 
their target without touching the target or their accomplices. 
 

When beginning a new scan the first initial 
blank to fill in is the name of the scan, this can be 
named anything under the sun just as long as the box is 
marked, usually with an important marker of what is 
being targeted. 
 

The next box below the name is the Seed 
Target. There’s a multitude of variations that can be 
searched, such as: a Domain name such as 
Google.com or other websites, an IP address, a 
Hostname/Subdomain which include websites such as ​www.microsoft.com​, a Subnet, and finally 
an email address.  
 

The final piece of the puzzle to complete is the type of scan. As previously mentioned 
before, there are four types of scans: Footprint, 
Investigate, Passive, and All. Before the scan there are 
two different tabs called “By Required Data” and “By 

http://www.microsoft.com/


Module” which allows the user to select or deselect certain websites or hosts on which the scan 
will run. There are a large number of modules and required data types that Spiderfoot searches 
through. All the data that is searched between each tab can be seen using the provided links: ​By 
Required Data​ and ​By Module​. 
 

Using all this information and data, we’re going to test how Spiderfoot functions and 
what the scans reveal about the target. For this experiment, the target will be “​test@gmail.com​” 
and will be scanned using “All” since the goal is to gather as much intel about the target as 
possible. When all the information has been filled out, the scan is ready to start.

 
Spiderfoot will run through all the selected sources and output what has/has not been 

found. If there hasn’t been any credentials set for certain areas Spiderfoot will show these as 
ERRORS. To know when the scan is completely finished the “Status” bar at the top will display 
“FINISHED” to the right of it. 
 
 
 
 
 
 
 
 
 
 

https://gyazo.com/6614915e97e0eb42d4473433b9c3f6e7
https://gyazo.com/6614915e97e0eb42d4473433b9c3f6e7
https://gyazo.com/3c18866ace9c34ef66890efe87dfae06
mailto:test@gmail.com


The orange bars represent what has been found regarding the target, for this test case 
there is only one email address, since began the scan using an email address, there are 162 
unique elements regarding Hacked Email Address and 200 unique elements corresponding to 
Leak Site URL. The orange bars are able to be clicked to show what data has been uncovered 
about the target. When selecting Hacked Email Address, this shows the websites which have an 
account created under that email address. To further this, when selecting Leak Site URL it 
displays links regarding the target on different websites, for this test many pastebin links 
appeared about the target.

 
Hacked Email Address shown above. 
 

 
Leak Site URL shown above. 
 

Every scan that is completed is saved under the “Scans” tab at the top of the website. 
Each scan can be selected and 
viewed, displaying all the 
information gathered on the target 
during the scan. Scans can be deleted 
by selecting on them and using the 



red trash bin above the action column. If information has been gathered that the user wants to 
save, there’s an export option to the left of the trash bin to save any scans for later. 
 

Spiderfoot as a whole is an amazing OSINT resource, but in the settings tab, there are 
more in depth options which could allow 
the user to have deeper searches on their 
target. Each selection with a lock next to 
the name has an option to add an API 
Key. These keys will allow the program 
to access more sources to gather intel 
from! These API keys that are gathered from various websites are very useful in regards to 
OSINT. Every key that is acquired should be kept safe and known in case of future programs 
requiring certain keys. 
 

Spiderfoot is a great program to begin using when starting out with OSINT. It’s very easy 
to navigate through the program and gathering information is very straightforward. One of the 
great things about Spiderfoot is the ease of using the program while also having the ability to go 
deeper into the settings, add some API keys, maybe change some other settings and as a result 
have more in depth searches because of it. Spiderfoot is a very dynamic program, great for both 
beginners and experts of OSINT. 


